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1 Certificate-Based Encryption

1.1 Preliminaries

1. The following pictures describe (in a random order) the data flow related to 3 different tech-
nologies: Public-Key Infrastructure (PKI), Identity-Based Encryption (IBE), and Certificate-
Based Encryption (CBE). Fill the boxes with the name of the algorithms, the name trans-
mitted data, and the name of the technology.

(A solution example with a fourth technology CL-PKE is given.)
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2. What is the advantage of CBE over PKI?

3. What is the advantage of CBE over IBE?




1.2 Case study

We consider a large bank with 10000 employees having to receive encrypted messages from cus-
tomers. Encryption is realized using public-key but the public-key authentication to users is critical.
We assume that each employee receives on average 50 encrypted emails from different customers
every day. Two technologies are being considered: (A) a PKI with Online Certificate Status Pro-
tocol (OCSP); and (B) CBE. In both cases, certificates and revocations are managed by a central
server denoted CA. In the (A) case, we assume that public keys are valid during 100 days. In the
(B) case, these are valid during 1000 days with an elementary time period of 4 days.

4. Give at least two reasons why a public-key would have to be revoked.

5. How many OCSP queries from customers are made to the CA in case (A) and case (B)?




6. How many new public keys per day the CA has to register in case (A) and case (B) on
average?

7. How many certificates per day the CA has to send out in case (A) and case (B) on average?

8. What is the difference between the domain parameters that the CA sets up in case (B) and
the CA public key in case (A)?
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